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CAPNOR.COM
PRIVACY POLICY

The protection of the privacy of users of the https://www.capnor.com website (hereinafter:
“Website”) is of particular importance to us. Therefore, all users of the Website (i.e. visitors) are
guaranteed high standards of privacy protection. Capnor Poland Sp. z 0.0. based in Krakow, as
the personal data controller, cares about the security of personal data provided by the users.

l. Personal data processing / Controller

“Personal Data” is any information that identifies the user directly, for example, your surname,
first name or email address that you provide when using the contact forms or other functionalities
available on the Website; indirectly, for example, your login, IP address, cookie identifiers or the
information you use to log in to the Website.

The controller of the personal data of the Website users processed in accordance with this Privacy
Policy is Capnor Poland Sp. z 0.0. based in Krakéw, ul. Gabrieli Zapolskiej 44, 30-126 Krakow,
Poland, entered in the Register of Entrepreneurs kept by the District Court for Krakow-
Srodmiescie in Krakow, XI Business Division of the National Court Register under number
0000244389, REGON statistical identification number: 120133053, NIP tax identification number:
6751334621, with a share capital of PLN 100,000 (in words: one hundred thousand zlotys)
hereinafter referred to as the “Controller” or the “Company”.

The personal data of Website users will be processed by the Controller in accordance with the
requirements of the Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing of personal data
and on the free movement of such data and repealing Directive 95/46/EC (“GDPR”).

If you have any questions about the Controller's processing of your personal data, you may
contact us at: rodo@capnor.com or by post to the Company’s address.

Pursuant to Article 13(1) and (2) and Article 14(1) and (2) of the GDPR applicable in all
EU Member States as of 25 May 2018, we hereby wish to inform you of the manner and purpose
for which we process your Personal Data, as well as of your rights relating to the protection of
your data.
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. Scope of personal data processing

When using certain services of the Website, you may be asked to provide your personal data.
The required scope of personal data is determined on a case-by-case basis according to the
needs of the specific service or functionality of the Website that you intend to use. The data
provided through the Website is collected by the Controller directly from the data subjects.

If you use the Website for the sole purpose of getting to know its contents, the Controller may
collect certain information about you using cookies, of which you will informed each time by the
Controller. Information on the cookies used on the Website is also contained in section VIII of this
Privacy Policy. If the Controller requires the provision of data in order to use the functions offered
by the Website, the provision of such data is always fully voluntary; however, failure to provide
personal data will prevent the use of the Website in accordance with the functionalities offered.

1. Purposes and legal basis of data processing

The Controller will only collect and process your personal data in accordance with the provisions
of this Privacy Policy. Any data provided by you will be used by the Controller only for the following
purposes:

a. for recruitment / to enable the application for job offers published by the Controller on the
Website - the Controller has defined the principles of personal data processing for this purpose in
a separate document, i.e. Privacy policy in recruitment at Capnor Poland Sp. z 0.0., published on
the Website in the “Career” section;

b. to provide customer services and to contact you, including to inform you of any changes
regarding the products and services offered on the Website or to prepare the process of
concluding contracts with the Company’s customers (e-mail and traditional correspondence,
telephone contact) - the legal basis for data processing is Article 6(1)(b) or (f) GDPR, with the
legitimate interest being relationship building and customer service;

C. in connection with the conclusion of commercial and service contracts in the course of its
business, the Company obtains data from the counterparties regarding the persons representing
the Parties in order to conclude the contract and to fulfil contractual obligations, including financial
obligations. The obtaining of such data is possible already at the request for proposal stage, at
the offer stage, at the stage of negotiating the terms and conditions of a contract, a contract with
annexes and annexes amending the terms and conditions of a contract, as well as in the
correspondence related to the performance of contracts - the processing of personal data is
necessary for the performance of a contract with the Party you represent or upon a request to
take action on behalf of the Party before signing such a contract (Article 6(1)(b) GDPR), as well
as necessary to comply with the Company’s legal obligations to keep accounting and tax records
(Article 6(1)(c) GDPR), and may also be necessary for purposes arising from the Company’s
legitimate interests pursued by the Company, i.e. the assertion of claims and defence against
claims pursuant to Article 6(1)(f) GDPR,
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C. to process personal data in order to comply with any legal obligations incumbent on the

Company - the legal basis for the processing is Article 6(1)(c) GDPR;

d. to comply with any contractual obligations in relation to the Controller’s business partners,
which is our legitimate interest in processing the data - the legal basis for data processing is
Article 6(1)(f) GDPR,;

e. for analytical purposes, development purposes, for the purpose of improvements
(including to improve user experience), administration, maintenance, technical support and
security of the Website, which is our legitimate interest in processing the data - the legal basis for
data processing is Article 6(1)(f) GDPR;

f. for the possible establishment, assertion or defence against claims, enforcement or
investigation of potential violations of the terms of use of the Website or other actual or alleged
unlawful activities, protection of the rights, property or security of the Website, Users, customers
and employees of the Controller and other third parties, which is our legitimate interest in
processing the data - the legal basis for the processing is Article 6(1)(f) GDPR;

g. to use the contact forms provided by the Controller on the Website pages, including for
the purpose of handling enquiries and requests made through the contact channel provided by
the user - the legal basis for data processing is Article 6(1)(f) GDPR;

h. to use other options offered on the Website, which also involve redirecting to other
websites of affiliated companies of the Moreld group, including the website at https://ayelix.com/
in order to fulfil the business objectives of the companies of the Moreld group, which is our
legitimate interest - the legal basis for data processing is Article 6(1)(f) GDPR,;

i. to use other options offered on the Website which involve the provision of personal data,
e.g. for the purposes of logging in and maintaining a customer account - the legal basis for data
processing is Article 6(1)(b) of the GDPR;

J- the Company processes the personal data of Users visiting the Company’s social media
profiles (Facebook, Linkedln). This data is processed exclusively in connection with the
maintenance of the profile, including to inform Users about the Company’s activities and promote
various events, educational publications, services and products. The legal basis for the
processing of personal data for this purpose is its legitimate interest (Article 6(1)(f) of the GDPR)
to promote its own brand;

k. to carry out activities for which we have obtained consent (the basis is Article 6(1)(a)
GDPR) e.g. in order to collect consent to send a newsletter or to send commercial information by
e-mail to your e-mail address, data will be processed in connection with Article 6(1)(f) GDPR,
where the Company’s legitimate interest is the direct marketing of the Controller's services or
products;


https://ayelix.com/

¥
A"} moreld
v#1" capnor
(\VA Personal data recipients

Personal data of the Website users / Customers of the Company may be disclosed by the
Controller:

a. to other companies in the Controller's capital group and to companies cooperating with
the Controller, provided that the disclosure of such data is necessary in connection with
the pursuit of the Controller’s interests;

b. to persons authorised by the Controller, i.e. employees and contractors who need to have
access to the personal data in order to perform their duties;
C. your personal data may be disclosed to our partners and third party service providers and

processed by them to enable them to perform the services commissioned by the
Controller, including IT service providers, accounting or marketing service providers;

d. to the public authorities or entities entitled to obtain the data on the basis of the applicable
law, e.g. courts, law enforcement agencies or state institutions, upon their request, based
on an appropriate legal basis. In the event of a data security breach, certain personal data
may be subject to disclosure to authorities competent to protect it.

In the case of cooperation with the Controller’s partners or third-party providers, such third-party
providers may be located both within the countries that are members of the EU and outside the
European Economic Area (EEA).

Where our partners or providers are based outside the EEA, the Controller shall ensure that the
transfer of data outside the EEA is carried out in accordance with the applicable laws in this
respect. The level of data protection in countries outside the EEA may differ from that guaranteed
by the European law. We may transfer data to our partners outside the EEA in particular on the
basis of decisions issued by the European Commission or standard contractual clauses approved
by the European Commission.

In the absence of a decision establishing an adequate level of protection as set out in Article 45(3)
GDPR or the absence of appropriate safeguards as set out in Article 46 GDPR, Personal Data
shall only be transferred by Capnor Poland Sp. z o0.0. outside the EEA if:

a. this is necessary for the performance of a contract concluded with the data subject or to
take measures necessary for the conclusion of such a contract;

b. this is necessary for the Company’s use of the online infrastructure/email, cloud or
website;

C. such an obligation is provided for in the provisions of Polish or European law or
international agreements ratified by Poland;

d. the data subject has been informed of the possible risks that, in the absence of an

adequacy decision and in the absence of appropriate safeguards, the proposed transfer
may entail for them, has expressly consented to the transfer.
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All external parties are obliged to comply with the Controller's guidelines and to implement
appropriate technical and organisational measures to protect the personal data of the Website
users or of the Company’s customers. Recipients of data may act as our processors (in which
case they are fully subject to our instructions as to the processing of personal data) or as
independent controllers (in which case you should also familiarise yourself with their personal
data processing rules and regulations).

V. Rights of data subjects

As the Website User you have the following rights with respect to personal data processed by the
Controller:

the right to access your personal data;
the right to rectify your personal data if the data is inaccurate or incomplete;
the right to delete your personal data;
the right to object to the processing of your personal data. You have the right to object
when the Controller's processing of your data is based on the Controller's legitimate
interest, e.g. for profiling your data for marketing purposes. The Controller will cease to
process the data for these purposes unless there are compelling legitimate grounds that
override your interests, rights and freedoms or your data is necessary for the Controller to
establish, assert or defend against claims, if any;

e. if you have given your consent to the processing of personal data, you may withdraw your
consent to further data processing at any time. You may withdraw your consent at any
time by contacting the Controller at the email address set out in Section | of this Privacy
Policy. The withdrawal of your consent does not affect the lawfulness of the processing
carried out by the Controller before you withdrew your consent;

f. the right to data portability of your personal data;
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g. the right to restrict the processing of your personal data;

h. the right to lodge a complaint with the supervisory authority (the President of the Office
for the Protection of Personal Data based in Warsaw ul. Stawki 2, 00-193 Warsaw).

VI. Period of retention of personal data

The Controller will store and process the personal data of the Website users and of the Company’s
customers for the period necessary to fulfil the purposes of the processing indicated in section Il|
of this Privacy Policy or in accordance with mandatory legal provisions, i.e., for example, until the
end of the contract between the Company and the customer. Once the purpose of the processing
has been achieved, the Controller will delete or anonymise the personal data and, where it intends
to process the data for analytical purposes, will pseudonymise the data in order to use the data
to the extent adequate and necessary for the specified purposes of the processing, in such a way
that the data subjects cannot be identified.
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VII. Security

The Controller applies appropriate and adequate technical and organisational measures to ensure
an adequate level of security and integrity of your personal data, using proven technological
standards to prevent unauthorised access to your personal data.

VIIl.  Cookies

Cookies are small text files that the Website's page saves on your computer or mobile device
when you browse the Website. Cookies usually contain the name of the originating domain, its
storage time on the terminal equipment and an individual, randomly selected, unique number
identifying the file. The information collected by these files helps to customise the Website to the
individual preferences and actual needs of users. They also provide the opportunity to compile
general statistics on the use of the Website and to maintain the user’s session.

The entity placing cookies on the user’s terminal equipment and accessing them is the Controller.
The information collected through cookies is solely for the purpose of ensuring the proper
functioning of the Website and for analytical, statistical and marketing purposes, as well as to
tailor information to the Website user.

The Website uses the following cookies:

a. “Necessary” cookies to enable the use of services offered on the Website, e.g.
authentication cookies used for services requiring authentication on the Website;

b. “Performance / Analytical’ cookies that collect information about the use of a site, such as
the pages visited by a given user and any error messages; they do not collect information
that identifies the user and the data collected is aggregated so that it becomes
anonymous. Analytical cookies are used to improve the performance of the Website;

c. “Functional” cookies that allow the website to remember any choices you make on the
pages (such as changing the font size, adjusting the page);

d. “Advertising” cookies - in order to promote certain products, articles or services, we may
use advertisements that display on other websites. This type of cookie is used to make
advertising messages more relevant and tailored to the preferences of the Website users.

In many cases, the web browsing software (web browser) allows cookies to be stored on the
user’s terminal device by default. You can change your cookie settings at any time. These settings
can be changed, in particular, in such a way as to block the automatic handling of cookies in the
settings of your web browser or inform you each time they are placed on you device.

You may restrict or disable access of cookies to your computer; however, the Controller reserves
that, despite the utmost care, in certain cases the non-use of cookies may lead to reduced
functionality of the Website.
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The Controller reserves the right to use third parties to compile statistics on the use of the
Website. No data identifying users will be passed on to such entities.

IX. Social plug-ins

The Controller's Website uses so-called social plug-ins that redirect to the Controller's social
network profiles, in particular via the Linkedln and Facebook social plug-in. Through the
functionalities offered by such plug-ins, users can share individual content or share it on social
media or go to a page of the Controller (so-called “Fanpage”) on a selected social network or view
information about the Controller on the websites to which they were redirected.

Please note that by using these plug-ins, data is exchanged between the user and the social
network or website in question.

The Controller does not process this data and has no knowledge of what user data is collected.
Therefore, we recommend that you familiarise yourself with the rules and privacy policies of these
social networks before using the plug-in in question. The use of certain functions of the designated
providers may involve the use of external cookies. Once you click on the respective plug-in, your
personal data is processed on the respective social network and the owner of the social network
becomes the co-controller of your personal data in accordance with Article 26 GDPR.

Personal data voluntarily provided by the Website users on the Fanpage will be processed by the
Controller in order to manage the Fanpage, communicate with you, including to answer your
guestions, to interact with you, inform you about organised events, provide you with important
information, including about services and products offered by the Controller, create a Fanpage
community on the chosen platform to which social plug-ins lead.

For more information on the technologies used, please refer to the privacy policy of the respective
provider:

Facebook: http://www.facebook.com/policy.php
LinkedIn: https://pl.linkedin.com/legal/privacy-policy?

With respect to the data that you provide on social networking sites, you have the rights set forth
in Section V of this Privacy Policy.

Use of Google Analytics
Google Analytics uses its own cookies primarily to report user interactions with the Website.

Cookies are used in the case of this service for analytical and statistical purposes of the Controller
(information about Users’ activity and use of the Website).
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Google Analytics also supports an optional browser add-on that, when installed and activated,
disables Google Analytics measurements on all pages viewed by the user:
https://tools.google.com/dIpage/gaoptout/.

In some cases, data collected using the aforementioned tool may constitute personal data, i.e.
information such as pseudonymous cookie IDs, pseudonymous advertising IDs, IP addresses,
other pseudonymous user identifiers. Google Analytics collects IP addresses to ensure safe use
of the service and to inform website owners which countries, regions and cities users come from
(“IP geolocation”).

The legal basis for the application of the indicated service to you is consent in accordance with
Article 6(1)(a) GDPR in conjunction with the controller’s legitimate interest, i.e. Article 6(1)(f)
GDPR.

More information about the service is available at:
https://support.google.com/analytics/answer/6004245#zippy=%2Cpliki-cookie-i-identyfikatory-
google-analytics

X. Profiling

The data provided by users on the Controller’'s websites will not be subject to automated
decision-making or profiling.

XI. Information on the obligation to provide personal data

Any Personal Data provided to the Company is provided by you voluntarily, in connection with the
use of the functionalities of the Website or the establishment of a relationship with the Data
Controller or entering into a commercial relationship with the Data Controller. Failure to provide
the necessary information will prevent the performance of contracts or the use of website
functionalities (e.g. ordering newsletters or contact via contact forms).

XIl. Amendments
The Privacy Policy may be amended by the Controller at any time. In such case, the Controller

shall publish an updated version of the Privacy Policy on the relevant Website page and inform
the users of such changes and their effective date.

Version dated: 05.07.2023
General Director

Michat Rejdych



